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Centerra Gold digs security with
Bitdefender Elite Security

Layered next-gen solution delivers 100% availability

THE COMPANY

Centerra Gold, Inc. is a Canada-based gold mining company that operates, explores, develops

and acquires gold and base metals properties in Asia, North America and elsewhere. They are

the largest Western-based gold producer in Central Asia, with estimated proven and probable
reserves of 16 million ounces of contained gold as of 2017. Headquartered in Toronto, Canada, the
company employs more than 3,000 workers worldwide, mostly at remote sites, with an IT staff of
approximately 80.

THE CHALLENGE

Centerra Gold IT staff, in eight sites and five countries, supports end users ranging from office
workers who rely on Microsoft Office and other Windows-based applications, to geo scientists
who rely on costly, resource-hungry applications that gather, interpret and deliver geological
information used in exploration and prospecting.

By 2009, their security software was impacting system performance, slowing laptops and
desktops, prompting application crashes, and making troubleshooting complicated and difficult.
“We needed a solution that could manage all endpoints anywhere in real time, regardless of
endpoint architectures, operating systems (0S), or applications,” said Slava Bukhryakov, Lead,
Centerra Gold Information Systems and Cyber Security.

The team wanted a solution that provided confidentiality with endpoint security preventing threats
from stealing data and eavesdropping and availability, meaning that the endpoint security is not
causing issues with the stability of the application or operating system.

‘Information Technology should be the enabler of the business, ensuring that everything runs with
minimum disruption to the business which translates into availability," Bukhryakov said.

THE SOLUTION

Centerra Gold chose Bitdefender GravityZone Elite Security with cloud-based management
console for its management rules, policy distributions, containment and remediation. They also
liked that Bitdefender holds more than 70 patents, including 10 related to machine-learning,
anomaly-detection and deep-learning.

“We learned that the Bitdefender solution is so highly regarded in the marketplace that you'll find
the Bitdefender engine under the hood of competing solutions,” Bukhryakov said.
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Challenges

Support a wide range of users on
various applications in multiple
remote sites with the ability to
update endpoints anywhere in
real time, ensuring confidentiality,
integrity, and availability.

Solution

After evaluating several
solutions, the company chose
Bitdefender GravityZone

Elite Security with the cloud-
management option to centrally
manage endpoint security rules,
policy distributions, containment,
remediation and overall
congruency with their own vision
for security and protection.

Results

- Achieved 99.9 percent detection
rating

- Achieved 100 percent
availability rating

- Supported hybrid bring your
own device policy (BYOD)



Bitdefender

GravityZone Success Story

The single pane-of-glass management console lets them easily manage all endpoints worldwide
— and the cloud ensures alerts and reports flow instantly between the management console
and endpoints. The company also relies on real-time process monitoring, anti-exploit and anti-
ransomware to detect and prevent Advanced Persistent Threats (APTs) and protect against
ransomware. “Bitdefender provides our end users the levels of confidentiality, integrity and
availability they need — without disruption," Bukhryakov said.

Other benefits to the end-user include Bitdefender's ability to inspect secure browsing (HTTPS)
without breaking secure sessions — a challenge with their previous solutions. And, in terms of
web control, Bitdefender provides URL categorization and the ability to enforce acceptable use
policies — anytime, anywhere — without affecting the browsing experience, and invisible to the
end user unless a policy is violated. Centerra Gold can also prevent the download of malware via
the HTTPS/SSL channel and can stop it from contacting command and control (C2) using this
secure channel.

THE RESULTS

The IT team is benefiting from Bitdefender's move away from traditional signature-based
detection towards layered next-gen security based on machine learning, behavior-based
detection and prevention with a focus on advanced exploit techniques and anomaly behavior.
With Bitdefender, Centerra Gold achieves a 99.9 percent detection rate and availability across
critical features such as the management console, reporting, alerting, and policy management is
rated at 100 percent. “Bitdefender had the right idea naming their company — it does a good job
protecting every bit of information on your system.”

Bitdefender is a global security technology company that delivers solutions in more than 100 countries through a network of value-added alliances,
distributors and reseller partners. Since 2001, Bitdefender has consistently produced award-winning business and consumer security technology,
and is a leading security provider in virtualization and cloud technologies. Through R&D, alliances and partn: defender has

. f elevated the highest standards of security excellence in both its number-one-ranked technology and its strategic alliances with the world's leading
Bitdefender

virtualization and cloud technology providers
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Slava Bukhryakov, Centerra Gold,
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Bitdefender Footprint
- GravityZone Elite Security

- GravityZone Full-Disk
Encryption

IT Environment
- Citrix

- Linux

- Microsoft
-VMware
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